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THE RISE OF  
RANSOMWARE
Ransomware is among the most pressing  

cybersecurity threats confronting water utilities 

worldwide, and there’s every reason to expect  

cybercriminals will only increase the frequency  

and audacity of their attacks.

Cybercriminals seek out potentially vulnerable 

systems operated by organizations with deep 

pockets and a high public profile. This makes 

water utilities an enticing target because utilities 

often rely on taxpayer funding and aging network  

infrastructure to meet demanding safety,  

environmental and performance regulations.

Law enforcement is often at a loss to help  

because crypto currencies, such as Bitcoin,  

give hackers an anonymous method to  

accept ransom payments. 

In May 2019, CNN reported that at least 170 

city, county or state systems have been attacked 

since 2013. There were more than 22 attacks  

by May 2019 alone. Attacks are expected to  

increase because some governments have  

chosen to pay the ransom. 

UC-CERT defines ransomware as a type of  

malicious software, or malware, designed to  

deny access to a computer system, or some of  

the sensitive data it contains, until a ransom is 

paid.



A HISTORY

Cybersecurity attacks on production systems  

date back to at least 1982, when a trojan virus  

triggered the Trans-Siberian pipeline explosion. 

In At the Abyss: An Insider’s History of the Cold War, 

author Thomas C. Reed writes that the 

compromised control software made “pumps,  

turbines and valves” go haywire — resulting in  

“the most monumental non-nuclear explosion  

and fire ever seen from space.”



In 2010, cybersecurity for operational  

technology drew public attention with the  

STUXNET malware attack, which targeted 

 Iranian centrifuges.  

 

While the application was much more  

sophisticated compared to the Trans-Siberian 

pipeline incident, the result was similar. While 

updating the control system code, malware 

manipulated the rotation speed of centrifuges 

during the refinement of uranium. 

No one has publicly acknowledged carrying 

out the attack, but in the 2016 documentary 

Zero Days (2016), writer/director Alex Gibney  

contends it was a joint operation between two 

nation states to circumvent the “air gapped” or 

siloed Iranian ICS network. 

Regulations
With Executive Order 13636 – Improving  

Critical Infrastructure Cybersecurity –  

President Barack Obama focused on systems 

and assets vital to national security and  

public health and safety. 

Again in 2010, OT cybersecurity 
made the news. 

This includes water and power utilities.  

The order also began the ratification of the 

National Institute of Standards and Technology 

(NIST) Cyber Security Framework. 

 

The framework is intended to be part of an 

organization’s approach to “identifying,  

assessing, and managing cybersecurity risk.” 

America’s Water Infrastructure Act of 2018, 

began requiring all community water  

systems serving populations greater than 

3,300 to conduct cybersecurity threat risk  

and resilience assessments. 

Depending on the size of the system, the  

government’s deadlines to complete the 

assessments run from March 31, 2020, for 

systems that serve a population of 100,000 

or more to June 30, 2021, for systems  

between 3,300 and 50,000.



COMPLIANCE
The American Water Works Association 

(AWWA) created a tool to help guide water 

utilities. AWWA recommends compliance in the 

following practice subcategories: 

• Governance and Risk Management

• Business Continuity and Disaster  

 Recovery

• Server and Workstation Hardening

• Access Control

• Application Security

• Encryption

• Telecommunications, Network Security,  

 and Architecture

• Physical Security

• Service Level Agreements

• Operations Security (OPSEC)

• Education

• Personnel Security

Risk and Resiliency
It’s important to define risk and resiliency  

from an operational technology perspective.

Cyber Risk 

Any risk of financial loss, disruption or  

damage to the reputation of an organization 

from a failure in critical operational systems.

Cyber Resiliency 

An organization’s ability to identify, protect, 

detect, respond and recover from process or 

technology failures — and to achieve the goals 

of minimizing harm, damage to reputation  

and financial loss.



RISK  
MANAGEMENT

NIST takes the following approach to risk  

management: Risk management is the ongoing 

process of identifying, assessing, and responding 

to risk. 

To manage risk, organizations should understand 

the likelihood that an event will occur and the 

potential impact. 

With this information, organizations can  

determine the acceptable level of risk for  

achieving their organizational objectives and  

can express this as their risk tolerance.



NIST defines five functions to be the primary 

focus in cybersecurity. As maturity develops 

within an organization, these functions become 

less reactive and more proactive.

 

1. IDENTIFY

Develop an organizational understanding to 

manage cybersecurity risk to systems, people, 

assets, data and capabilities. 

The tendency is to focus on assets or 

vulnerabilities, but a more complete picture 

focuses on both, in addition to communication 

behaviors. Once you identify assets and  

version levels, you can measure risk and  

potential impact on your network. 

Solutions such as vulnerability assessments,  

networks mapping and asset discovery are  

often the focus in this stage.

2. PROTECT 

Develop and implement appropriate safeguards 

to ensure delivery of critical services.  

One of the key components to minimizing risk  

is hardening and protecting critical assets.  

Often this can involve network segmentation, 

anti-virus or encryption, but it can also include  

reviewing firewall policy/rules, patch  

management and micro-segmentation.

Five Steps to Encourage Security  

3. DETECT 

Develop and implement appropriate activities to 

identify the occurrence of a cybersecurity event. 

Actively hunting for potential threats and  

new risks is critical. It’s important to identify a  

baseline of good behavior and focus on  

anomalous or negative behaviors. 

This often means deploying tools such as  

Network Intrusion Detection System (NIDS) 

and Security Incident and Event Management 

(SIEMS). Correlating events across multiple  

tool sets is key to success.



4. RESPOND 

Develop and implement an appropriate plan 

when a cybersecurity incident is detected. 

The most overlooked factor in cybersecurity  

is often the response plan. How quickly an  

organization can respond to an incident is a  

measure of the organization’s maturity.  

 

The key to successful response is training,  

awareness and a culture developed around  

cybersecurity readiness.

5. RECOVER

Develop and implement appropriate activities  

to maintain plans for resilience and restore 

capabilities impacted by a cybersecurity 

incident. 

Even the most secure organizations can be  

affected by a cyber incident. Having a detailed 

recovery plan is critical. Critical infrastructure 

should have a manual operation plan in place. 



CONCLUSION

To minimize risk and add resiliency to an  

operational environment, water utilities must 

adopt a defense-in-depth strategy.  

 

That means taking NIST guidelines into account 

and protecting critical assets and systems with 

multiple layers of security and risk mitigation,  

and not allowing a single failure to expose  

critical assets to risk. It also means partnering 

with experts in operational technology  

environments, instead of relying solely on 

in-house IT expertise.
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